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PURPOSE AND BACKGROUND 
This  s t a t ement  focuses  on  the  r i sk  management  p rocess  o f  iden t i fy ing ,  
measur ing ,  moni to r ing ,  and  con t ro l l ing  the  r i sks  a s soc ia ted  wi th  
ou t sourc ing  t echno logy  se rv ices .  1

 Financ ia l  ins t i tu t ions  shou ld  cons ide r  the  
gu idance  ou t l ined  in  th i s  s t a t ement  and  the  a t t ached  append ix  in  manag ing  
a r rangements  wi th  the i r  t echno logy  se rv ice  p rov ide r s . 2

  Whi le  th i s  gu idance  
cover s  a  b road  range  o f  i s sues  tha t  f inanc ia l  ins t i tu t ions  shou ld  address ,  
each  f inanc ia l  in s t i tu t ion  shou ld  app ly  those  e l ement s  based  on  the  scope  
and  impor tance  o f  the  ou t sourced  se rv ices  a s  we l l  a s  the  r i sk  to  the  
ins t i tu t ion  f rom the  se rv ices .  

F inanc ia l  in s t i tu t ions  inc reas ing ly  r e l y  on  se rv ices  p rov ided  by  o the r  
en t i t i e s  to  suppor t  an  a r ray  o f  t echno logy- re la t ed  func t ions .  Whi le  
ou t sourc ing  to  a f f i l i a t ed  o r  nonaf f i l i a t ed  en t i t i e s  can  he lp  f inanc ia l  
ins t i tu t ions  manage  cos t s ,  ob ta in  necessa ry  exper t i se ,  expand  cus tomer  
p roduc t  o f fe r i ngs ,  and  improve  se rv ices ,  i t  a l so  in t roduces  r i sks  tha t  
f inanc ia l  in s t i tu t ions  shou ld  address .  Th i s  gu idance  covers  four  e l ement s  o f  
a  r i sk  management  p rocess :  r i sk  a s sessment ,  s e l ec t ion  o f  se rv ice  p rov ide r s ,  
con t rac t  r ev iew,  and  moni to r ing  o f  se rv ice  p rov ide r s . 3

 

RISK ASSESSMENT 
The  board  o f  d i r ec to r s  and  sen io r  management  a re  r e spons ib le  fo r  
unders t and ing  the  r i sks  a s soc ia ted  wi th  ou t sourc ing  a r rangements  fo r  
t echno logy  se rv ices  and  ensur ing  tha t  e f fec t ive  r i sk  management  p rac t i ces  
a re  in  p lace .  As  pa r t  o f  th i s  r e spons ib i l i ty ,  the  board  and  management  
shou ld  as sess  how the  ou t sourc ing  a r rangement  wi l l  suppor t  the  
ins t i tu t ion’ s  ob jec t ives  and  s t r a t eg ic  p lans  and  how the  se rv ice  p rov ide r ’s  
r e l a t ionsh ip  wi l l  be  managed .  Wi thou t  an  e f fec t ive  r i sk  a s sessmen t  phase ,  

                                                 
1  The FFIEC Information Systems Examination Handbook is a reference source that contains further 

discussion and explanation of a number of concepts addressed in this FFIEC guidance. 
2  Technology service providers encompass a broad range of entities including but not limited to affiliated entities, 

nonaffiliated entities, and alliances of companies providing products and services. This may include but is not limited to: 
core processing; information and transaction processing and settlement activities that support banking functions such as 
lending, deposit-taking, funds transfer, fiduciary, or trading activities; Internet related services; security monitoring; 
systems development and maintenance; aggregation services; digital certification services, and call centers. 

3  The federal banking agencies have authority to regulate and examine services provided to insured depository institutions 
under 12 U.S.C.1867(c), 12 U.S.C.1786(a), and 12 U.S.C.1464(d)(7). 
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ou t sourc ing  t echno logy  se rv ices  may  be  incons i s t en t  wi th  the  ins t i tu t ion’s  
s t r a t eg ic  p lans ,  too  cos t ly ,  o r  in t roduce  unforeseen  r i sks .  

 
Outsourc ing  o f  in fo rmat ion  and  t r ansac t ion  p rocess ing  and  se t t l ement  
ac t iv i t i e s  invo lves  r i sks  tha t  a re  s imi la r  to  the  r i sks  tha t  a r i se  when  these  
func t ions  a re  pe r fo rmed  in te rna l ly .  R i sks  inc lude  th rea t s  to  se cur i ty ,  
ava i l ab i l i ty  and  in teg r i ty  o f  sys tems  and  resources ,  conf iden t i a l i ty  o f  
in fo rmat ion ,  and  regu la to ry  compl iance .  In  add i t ion ,  the  na tu re  o f  the  
se rv ice  p rov ided ,  such  as  b i l l  payment ,  funds  t r ans fe r ,  o r  emerg ing  
e lec t ron ic  se rv ices ,  may  resu l t  i n  en t i t i e s  pe r fo rming  t r ansac t ions  on  beha l f  
o f  the  ins t i tu t ion ,  such  as  co l l ec t ion  o r  d i sbursement  o f  funds ,  tha t  can  
inc rease  the  l eve l s  o f  c red i t ,  l i qu id i ty ,  t r ansac t ion ,  and  repu ta t ion  r i sks . 4

 

Management  shou ld  cons ide r  add i t iona l  r i sk  management  con t ro l s  when  
se rv ices  invo lve  the  use  o f  the  In te rne t .  The  b road  geograph ic  r each ,  ease  o f  
access ,  and  anonymi ty  o f  the  In te rne t  r equ i re  c lose  a t t en t ion  to  ma in ta in ing  
secure  sys tems ,  in t rus ion  de tec t ion  and  repor t ing  sys tems ,  and  cus tomer  
au then t i ca t ion ,  ve r i f i ca t ion ,  and  au thor iza t ion .  Ins t i tu t ions  shou ld  a l so  
unders t and  tha t  the  po ten t i a l  r i sks  in t roduced  a re  a  func t ion  o f  a  sys tem’s  
s t ruc tu re ,  des ign  and  con t ro l s  and  no t  necessa r i ly  the  vo lume  of  ac t iv i ty .  

An  ou t sourc ing  r i sk  a s sessment  shou ld  cons ide r  the  fo l lowing :  

•  St ra teg ic  goa l s ,  ob jec t ives ,  and  bus iness  needs  o f  the  f inanc ia l  
in s t i tu t ion .  

•  Abi l i ty  to  eva lua te  and  oversee  ou t sourc ing  re l a t ionsh ips .  

•  Impor tance  and  c r i t i ca l i ty  o f  the  se rv ices  to  the  f inanc ia l  ins t i tu t ion .  

•  Def ined  requ i rements  fo r  the  ou t sourced  ac t iv i ty .  

•  Necessa ry  con t ro l s  and  repor t ing  p rocesses .  

•  Cont rac tua l  ob l iga t ions  and  requ i rement s  fo r  the  se rv ice  p rov ide r .  

•  Cont ingency  p lans ,  inc lud ing  ava i l ab i l i ty  o f  a l t e rna t ive  se rv ice  
p rov ide r s ,  cos t s  and  resources  r equ i red  to  swi tch  se rv ice  p rov ide r s .  

•  Ongoing  assessment  o f  ou t sourc ing  a r rangements  to  eva lua te  cons i s t ency  
wi th  s t r a t eg ic  ob jec t ives  and  se rv ice  p rov ide r  pe r fo rmance .  

                                                 
4  F o r  e x a m p l e ,  e m e r g i n g  e l e c t r o n i c  s e r v i c e s  m a y  i n c l u d e  a g g r e g a t i o n .  A g g r e g a t i o n  i s  a  s e r v i c e  t h a t  

g a t h e r s  o n - l i n e  a c c o u n t  i n f o r m a t i o n  f r o m  m a n y  w e b  s i t e s  a n d  p r e s e n t s  t h a t  i n f o r m a t i o n  i n  a  
c o n s o l i d a t e d  f o r m a t  t o  t h e  c u s t o m e r .  
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•  Regula to ry  requ i rement s  and  gu idance  fo r  the  bus iness  l ines  a f fec ted  and  
t echno log ies  used .  

DUE DILIGENCE IN SELECTING A SERVICE PROVIDER 
Once  the  ins t i tu t ion  has  comple ted  the  r i sk  a s sessment ,  management  shou ld  
eva lua te  se rv ice  p rov ide r s  to  de te rmine  the i r  ab i l i ty ,  bo th  opera t iona l ly  and  
f inanc ia l ly ,  to  mee t  the  ins t i tu t ion’s  needs .  Management  shou ld  convey  the  
ins t i tu t ion’ s  needs ,  ob jec t ives ,  and  necessa ry  con t ro l s  to  the  po ten t i a l  
se rv ice  p rov ide r .  Management  a l so  shou ld  d i scuss  p rov i s ions  tha t  the  
con t rac t  shou ld  con ta in .  The  append ix  to  th i s  s t a t ement  con ta ins  some  
spec i f i c  f ac to r s  fo r  management  to  cons ide r  in  se lec t ing  a  se rv ice  p rov ide r .  

CONTRACT ISSUES 
Cont rac t s  be tween  the  ins t i tu t ion  and  se rv ice  p rov ide r  shou ld  t ake  in to  
accoun t  bus iness  r equ i rement s  and  key  r i sk  f ac to r s  iden t i f i ed  dur ing  the  
r i sk  a s sessment  and  due  d i l igence  phases .  Con t rac t s  shou ld  be  c l ea r ly  
wr i t t en  and  su f f i c i en t ly  de ta i l ed  to  p rov ide  as su rances  fo r  pe r fo rmance ,  
r e l i ab i l i ty ,  secur i ty ,  conf iden t i a l i ty ,  and  repor t ing .  Management  shou ld  
cons ide r  whe the r  the  con t rac t  i s  f l ex ib le  enough  to  a l low fo r  changes  in  
t echno logy  and  the  f inanc ia l  ins t i tu t ion ' s  ope ra t ions .  Appropr ia t e  l ega l  
counse l  shou ld  rev iew con t rac t s  p r io r  to  s ign ing .  

Ins t i tu t ions  may  encoun te r  s i tua t ions  where  se rv ice  p rov ide r s  canno t  o r  wi l l  
no t  ag ree  to  t e rms  tha t  the  ins t i tu t ion  reques t s  to  manage  the  r i sk  
e f fec t ive ly .  Under  these  c i r cums tances ,  ins t i tu t ions  shou ld  e i the r  no t  
con t rac t  wi th  tha t  p rov ide r  o r  supp lement  the  se rv ice  p rov ide r ’s  
commi tment s  wi th  add i t iona l  r i sk  mi t iga t ion  con t ro l s .  The  append ix  to  th i s  
s t a t ement  con ta ins  some  spec i f i c  cons ide ra t ions  fo r  management  in  
con t rac t ing  wi th  a  se rv ice  p rov ide r .  

SERVICE PROVIDER OVERSIGHT 
Ins t i tu t ions  shou ld  implement  an  overs igh t  p rogram to  moni to r  each  se rv ice  
p rov ide r ’ s  con t ro l s ,  cond i t ion ,  and  pe r fo rmance .  Respons ib i l i ty  fo r  the  
admin i s t r a t ion  o f  the  se rv ice  p rov ide r  r e l a t ionsh ip  shou ld  be  a s s igned  to  
pe r sonne l  wi th  appropr ia t e  exper t i se  to  moni to r  and  manage  the  
r e l a t ionsh ip .  The  number  o f  pe r sonne l ,  func t iona l  r e spons ib i l i t i e s ,  and  the  
amount  o f  t ime  devo ted  to  over s igh t  ac t iv i t i e s  wi l l  depend ,  in  pa r t ,  on  the  
scope  and  complex i ty  o f  the  se rv ices  ou t sourced .  Ins t i tu t ions  shou ld  
document  the  admin i s t r a t ion  o f  the  se rv ice  p rov ide r  r e l a t ionsh ip .  
Document ing  the  p rocess  i s  impor tan t  fo r  con t rac t  nego t i a t ions ,  t e rmina t ion  
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i s sues ,  and  con t ingency  p lann ing .  The  append ix  to  th i s  s t a t ement  con ta ins  
some  spec i f i c  f ac to r s  to  cons ide r  r ega rd ing  overs igh t  o f  the  se rv ice  
p rov ide r .  

SUMMARY 
The  board  o f  d i r ec to r s  and  management  a re  r e spons ib le  fo r  ensur ing  
adequa te  r i sk  mi t iga t ion  p rac t i ces  a re  in  p lace  fo r  e f fec t ive  over s igh t  and  
management  o f  ou t sourc ing  re l a t ionsh ips .  F inanc ia l  ins t i tu t ions  shou ld  
incorpora te  an  ou t sourc ing  r i sk  management  p rocess  tha t  inc ludes  a  r i sk  
a s sessment  to  iden t i fy  the  ins t i tu t ion’ s  needs  and  requ i rement s ;  p roper  due  
d i l igence  to  iden t i fy  and  se lec t  a  p rov ide r ;  wr i t t en  con t rac t s  tha t  c l ea r ly  
ou t l ine  du t i e s ,  ob l iga t ions  and  respons ib i l i t i e s  o f  the  pa r t i e s  invo lved ;  and  
ongo ing  overs igh t  o f  ou t sourc ing  t echno logy  se rv ices .  
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APPENDIX 
RISK MANAGEMENT OF OUTSOURCED TECHNOLOGY SERVICES 

DUE DILIGENCE IN SELECTING A SERVICE PROVIDER 
Some o f  the  f ac to r s  tha t  in s t i tu t ions  shou ld  cons ide r  when  pe r fo rming  due  
d i l igence  in  se l ec t ing  a  se rv ice  p rov ide r  a re  ca tegor ized  and  l i s t ed  be low.  
Ins t i tu t ions  shou ld  r ev iew the  se rv ice  p rov ide r ’ s  due  d i l igence  p rocess  fo r  
any  o f  i t s  s ign i f i can t  suppor t ing  agen t s  ( i . e . ,  subcon t rac to r s ,  suppor t  
vendors ,  and  o the r  pa r t i e s ) .  Depend ing  on  the  se rv ices  be ing  ou t sourced  and  
the  l eve l  o f  in -house  exper t i se ,  i n s t i tu t ions  shou ld  cons ide r  whe the r  to  h i r e  
o r  consu l t  wi th  qua l i f i ed  independen t  sources .  These  sources  inc lude  
consu l t an t s ,  u se r  g roups ,  and  t r ade  as soc ia t ions  tha t  a re  f ami l i a r  wi th  
p roduc t s  and  se rv ices  o f fe red  by  th i rd  pa r t i e s .  U l t ima te ly ,  the  dep th  o f  due  
d i l igence  wi l l  va ry  depend ing  on  the  scope  and  impor tance  o f  the  
ou t sourced  se rv ices  a s  we l l  a s  the  r i sk  to  the  ins t i tu t ion  f rom these  
se rv ices .  

TECHNICAL AND INDUSTRY EXPERTISE 
•  Assess  the  se rv ice  p rov ide r ’ s  exper ience  and  ab i l i ty  to  p rov ide  the  

necessa ry  se rv ices  and  suppor t ing  t echno logy  fo r  cu r ren t  and  an t i c ipa ted  
needs .  

•  Iden t i fy  a reas  where  the  ins t i tu t ion  would  have  to  supp lement  the  se rv ice  
p rov ide r ’ s  exper t i se  to  fu l ly  manage  r i sk .  

•  Eva lua te  the  se rv ice  p rov ide r ’ s  use  o f  th i rd  pa r t i e s  o r  par tne r s  tha t  would  
be  used  to  suppor t  the  ou t sourced  opera t ions .  

•  Eva lua te  the  exper ience  o f  the  se rv ice  p rov ide r  in  p rov id ing  se rv ices  in  
the  an t i c ipa ted  opera t ing  env i ronment .  

•  Cons ide r  whe the r  add i t iona l  sys tems ,  da ta  convers ions ,  and  work  a re  
necessa ry .  

•  Eva lua te  the  se rv ice  p rov ide r ’ s  ab i l i ty  to  r e spond  to  se rv ice  d i s rup t ions .  

•  Contac t  r e fe rences  and  use r  g roups  to  l ea rn  abou t  the  se rv ice  p rov ide r ’ s  
r epu ta t ion  and  pe r fo rmance .  

•  Eva lua te  key  se rv ice  p rov ide r  pe r sonne l  tha t  would  be  ass igned  to  
suppor t  the  i ns t i tu t ion .  

•  Per fo rm on- s i t e  v i s i t s ,  where  necessa ry ,  to  be t t e r  unders t and  how the  
se rv ice  p rov ide r  opera tes  and  suppor t s  i t s  se rv ices .  
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OPERATIONS AND CONTROLS 
•  Dete rmine  adequacy  o f  the  se rv ice  p rov ide r ’ s  s t andards ,  po l i c i e s  and  

p rocedures  r e l a t ing  to  in terna l  con t ro l s ,  f ac i l i t i e s  management  ( e .g . ,  
access  r equ i rements ,  sha r ing  o f  f ac i l i t i e s ,  e t . ) ,  s ecur i ty  ( e .g . ,  sys tems ,  
da ta ,  equ ipment ,  e t c . ) ,  p r ivacy  p ro tec t ions ,  ma in tenance  o f  r ecords ,  
bus iness  r e sumpt ion  con t ingency  p lann ing ,  sys tems  deve lopment  and  
main tenance ,  and  employee  background  checks .  

•  Dete rmine  i f  the  se rv ice  p rov ide r  p rov ides  su f f i c i en t  secur i ty  
p recau t ions ,  inc lud ing ,  when  appropr ia t e ,  f i r ewa l l s ,  enc ryp t ion ,  and  
cus tomer  iden t i ty  au then t i ca t ion ,  to  p ro tec t  ins t i tu t ion  re sources  a s  we l l  
a s  de tec t  and  respond  to  in t rus ions .  

•  Review aud i t  r epor t s  o f  the  se rv ice  p rov ide r  to  de te rmine  whe the r  the  
aud i t  scope ,  in t e rna l  con t ro l s ,  and  secur i ty  sa feguards  a re  adequa te  

•  Eva lua te  whe the r  the  ins t i tu t ion  wi l l  have  comple te  and  t ime ly  access  to  
i t s  in fo rmat ion  main ta ined  by  the  p rov ide r .  

•  Eva lua te  the  se rv ice  p rov ide r ’ s  knowledge  o f  r egu la t ions  tha t  a re  
r e l evan t  to  the  se rv ices  they  a re  p rov id ing .  ( e .g . ,  Regu la t ion  E ,  p r ivacy  
and  o the r  consumer  p ro tec t ion  regu la t ions ,  Bank  Sec recy  Ac t ,  e t c . ) .  

•  Assess  the  adequacy  o f  the  se rv ice  p rov ide r ’ s  insu rance  coverage  
inc lud ing  f ide l i ty ,  f i r e ,  l i ab i l i ty ,  da ta  losses  f rom e r ro r s  and  omiss ions ,  
and  p ro tec t ion  o f  documents  in  t r ans i t .  

FINANCIAL CONDITION 
•  Analyze  the  se rv ice  p rov ide r ’ s  mos t  r ecen t  aud i t ed  f inanc ia l  s t a t eme nts  

and  annua l  r epor t  a s  we l l  a s  o the r  ind ica to r s  ( e .g . ,  pub l i c ly  t r aded  bond  
ra t ings ) ,  i f  ava i l ab le .  

•  Cons ide r  f ac to r s  such  as  how long  the  se rv ice  p rov ide r  has  been  in  
bus iness  and  the  se rv ice  p rov ide r ’ s  marke t  sha re  fo r  a  g iven  se rv ice  and  
how i t  has  f luc tua ted .  

•  Cons ide r  the  s ign i f i cance  o f  the  ins t i tu t ion ’ s  p roposed  con t rac t  on  the  
se rv ice  p rov ide r ’ s  f inanc ia l  cond i t ion .  

•  Eva lua te  t echno log ica l  expend i tu res .  I s  the  se rv ice  p rov ide r ’ s  l eve l  o f  
inves tmen t  in  t echno logy  cons i s t en t  wi th  suppor t ing  the  ins t i tu t ion ’s  
ac t iv i t i e s?  Does  the  se rv ice  p rov ide r  have  the  f inanc ia l  r e sources  to  
inves t  in  and  suppor t  the  requ i red  t echno logy?  
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CONTRACT ISSUES 
Some cons ide ra t ions  fo r  con t rac t ing  wi th  se rv ice  p rov ide r s  a re  d i scussed  
be low.  Th i s  l i s t ing  i s  no t  a l l - inc lus ive  and  the  ins t i tu t ion  may  need  to  
eva lua te  o the r  cons ide ra t ions  based  on  i t s  un ique  c i r cums tances .  The  l eve l  
o f  de ta i l  and  re l a t ive  impor tance  o f  con t rac t  p rov i s ions  va r i e s  wi th  the  
scope  and  r i sks  o f  the  se rv ices  ou t sourced .  

SCOPE OF SERVICE 
The  con t rac t  shou ld  c l ea r ly  desc r ibe  the  r igh t s  and  respons ib i l i t i e s  o f  
pa r t i e s  to  the  con t rac t .  

Cons ide ra t ions  inc lude :  

•  Timef rames  and  ac t iv i t i e s  fo r  implementa t ion  and  ass ignment  o f  
respons ib i l i ty .  Implementa t ion  p rov i s ions  shou ld  t ake  in to  cons ide ra t ion  
o the r  ex i s t i ng  sys tems  o r  in t e r -  r e l a ted  sys tems  to  be  deve loped  by  
d i f fe ren t  se rv ice  p rov ide r s  ( e .g . ,  an  In te rne t  bank ing  sys tem be ing  
in tegra ted  wi th  ex i s t ing  core  app l i ca t ions  o r  sys tems  cus tomiza t ion) .  

•  Serv ices  to  be  pe r fo rmed  by  the  se rv ice  p rov ide r  inc lud ing  du t i e s  such  as  
so f tware  suppor t  and  main tenance ,  t r a in ing  o f  employees  o r  cus tomer  
se rv ice .  

•  Obl iga t ions  o f  the  f inanc ia l  in s t i tu t ion .  

•  The  con t rac t ing  pa r t i e s  ’ r igh t s  in  modi fy ing  ex i s t ing  se rv ices  pe r fo rmed  
under  the  con t rac t .  

•  Guide l ines  fo r  add ing  new or  d i f f e ren t  se rv ices  and  fo r  con t rac t  r e -
nego t i a t ion .  

PERFORMANCE STANDARDS 
Ins t i tu t ions  shou ld  genera l ly  inc lude  pe r fo rmance  s t andards  de f in ing  
min imum se rv ice- l eve l  r equ i rement s  and  remedies  fo r  f a i lu re  to  mee t  
s t andards  in  the  con t rac t .  For  example ,  common  se rv ice  l eve l  me t r i c s  
inc lude  pe rcen t  sys tem up t ime ,  dead l ines  fo r  comple t ing  ba tch  p rocess ing ,  
o r  number  o f  p rocess ing  e r ro r s .  Indus t ry  s t andards  fo r  se rv ice  l eve l s  may  
p rov ide  a  r e fe rence  po in t .  The  ins t i tu t ion  shou ld  pe r iod ica l ly  r ev iew overa l l  
pe r fo rma nce  s t andards  to  ensure  cons i s t ency wi th  i t s  goa l s  and  ob jec t ives .  

SECURITY AND CONFIDENTIALITY 
The  con t rac t  shou ld  address  the  se rv ice  p rov ide r ’ s  r e spons ib i l i ty  fo r  
secur i ty  and  conf iden t i a l i ty o f  the  ins t i tu t ion ’ s  r e sources  ( e .g . ,  i n fo rmat ion ,  
ha rdware ) .  The  ag reement  shou ld  p roh ib i t  t he  se rv ice  p rov ide r  and  i t s  
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agen t s  f rom us ing  o r  d i sc los ing  the  ins t i tu t ion ’ s  in fo rmat ion ,  excep t  a s  
necessa ry  to  o r  cons i s t en t  wi th  p rov id ing  the  con t rac ted  se rv ices ,  to  p ro tec t  
aga ins t  unau thor i zed  use  (e .g . ,  d i sc losure  o f  in fo rmat ion  to  ins t i tu t ion  
compe t i to r s ) .  I f  t he  se rv ice  p rov ide r  r ece ives  nonpub l i c  pe r sona l  
in fo rmat ion  rega rd ing  the  ins t i tu t ion’ s  cus tomers ,  the  ins t i tu t ion  shou ld  
no t i fy  the  se rv ice  p rov ide r  to  a s sess  the  app l i cab i l i ty  o f  the  p r ivacy  
regu la t ions .  Ins t i tu t ions  shou ld  requ i re  the  se rv ice  p rov ide r  to  fu l ly  
d i sc lose  b reaches  in  secur i ty  r e su l t ing  in  unau thor ized  in t rus ions  in to  the  
se rv ice  p rov ide r  tha t  may  mate r i a l ly  a f fec t  the  ins t i tu t ion  o r  i t s  cus tomers .  
The  se rv ice  p rov ide r  shou ld  r epor t  to  the  ins t i tu t ion  when  mate r i a l  
in t rus ions  occur ,  t he  e f fec t  on  the  ins t i tu t ion ,  and  cor rec t ive  ac t ion  to  
respond  to  the  in t rus ion .  

CONTROLS 
Cons ide ra t ion  shou ld  be  g iven  to  con t rac t  p rov i s ions  address ing  con t ro l  
ove r  ope ra t ions  such  as :  

•  In te rna l  con t ro l s  to  be  ma in ta ined  by  the  se rv ice  p rov ide r .  

•  Compl iance  wi th  app l i cab le  r egu la to ry  requ i rements .  

•  Records  to  be  main ta ined  by  the  se rv ice  p rov ide r .  

•  Access  to  the  r ecords  by  the  ins t i tu t ion .  

•  Not i f i ca t ion  by  the  se rv ice  p rov ide r  to  the  ins t i tu t ion  and  the  
ins t i tu t ion ’ s  approva l  r igh t s  r ega rd ing  mate r i a l  changes  to  se rv ices ,  
sys tems ,  con t ro l s ,  k e y p ro jec t  pe r sonne l  a l loca ted  to  the  ins t i tu t ion ,  and  
new se rv ice  loca t ions .  

•  Se t t ing  and  moni to r ing  o f  pa ramete r s  r e l a t ing  to  any  f inanc ia l  func t ions ,  
such  as  payment s  p roce ss ing  and  any  ex tens ions  o f  c red i t  on  beha l f  o f  
the  ins t i tu t ion .  

•  Insurance  coverage  to  be  main ta ined  by  the  se rv ice  p rov ide r .  

AUDIT 
The  ins t i tu t ion  shou ld  genera l ly  inc lude  in  the  con t rac t  the  types  o f  aud i t  
r epor t s  the  ins t i tu t ion  i s  en t i t l ed  to  r ece ive  (e .g . ,  f inanc ia l ,  i n t e rna l  con t ro l  
and  secur i ty  r ev iews) .  The  con t rac t  can  spec i fy  aud i t  f r equenc y,  cos t  t o  the  
ins t i tu t ion  assoc ia ted  wi th  the  aud i t s  i f  any ,  a s  we l l  a s  t he  r igh t s  o f  the  
ins t i tu t ion  and  i t s  agenc ies  to  ob ta in  the  r e su l t s  o f  the  aud i t s  in  a  t i me ly  
manner .  The  con t rac t  may  a l so  spec i fy  r igh t s  to  ob ta in  documenta t ion  
rega rd ing  the  r e so lu t ion  o f  aud i t  d i sc losed  de f i c i en c ies  and  inspec t  the  
p rocess ing  fac i l i t i e s  and  opera t ing  p rac t i ces  o f  the  se rv ice  p rov ide r .  
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Management  shou ld  cons ide r ,  based  upon  the  r i sk  a s sessment  phase ,  the  
degree  to  which  independen t  in te rna l  aud i t s  comple ted  by  se rv ice  p rov ide r  
aud i t  s t a f f  can  be  used  and  the  need  fo r  ex te rna l  aud i t s  and  rev iews  (e .g . ,  
SAS 70  Type  I  and  I I  r ev iews) .5

 

For  se rv ices  invo lv ing  access  to  open  ne tworks ,  such  as  In te rne t - re la ted  
se rv ices ,  spec ia l  a t t en t ion  shou ld  be  pa id  to  secur i ty .  The  ins t i tu t ion  may  
wish  to  inc lude  con t rac t  t e rms  requ i r ing  pe r iod ic  aud i t s  to  be  pe r fo rmed  by  
an  independen t  pa r ty  wi th  su f f i c i en t  exper t i se .  These  aud i t s  may  inc lude  
pene t ra t ion  t e s t ing ,  in t rus ion  de tec t ion ,  and  f i r ewa l l  conf igura t ion .  The  
ins t i tu t ion  shou ld  r ece ive  su f f i c i en t ly  de ta i l ed  r epor t s  on  the  f ind ings  o f  
these  ongo ing  aud i t s  to  adequa te ly  a s sess  secur i ty  wi thou t  compromis ing  
the  se rv ice  p rov ide r ’ s  secur i ty .  I t  c an  be  benef i c i a l  to  bo th  the  se rv ice  
p rov ide r  and  the  ins t i tu t ion  to  con t rac t  fo r  such  ongo ing  t e s t s  on  a  
coord ina ted  bas i s  g iven  the  number  o f  in s t i tu t ions  tha t  may con t rac t  wi th  
the  se rv ice  p rov ide r  and  the  impor tance  o f  the  t e s t  r e su l t s  to  the  ins t i tu t ion .  

REPORTS 
Cont rac tua l  t e rms  shou ld  d i scuss  the  f r equency  and  type  o f  r epor t s  the  
ins t i tu t ion  wi l l  r ece ive  (e .g . ,  pe r fo rmance  repor t s ,  con t ro l  aud i t s ,  f inanc ia l  
s t a t emen t s ,  secur i ty ,  and  bus iness  r e sumpt ion  t e s t ing  repor t s ) .  Gu ide l ines  
and  fees  fo r  ob ta in ing  cus tom repor t s  shou ld  a l so  be  d i scussed .  

BUSINESS RESUMPTION AND CONTINGENCY PLANS 
The  con t rac t  shou ld  address  the  se rv ice  p rov ide r ’  s  r e spons ib i l i ty  fo r  
backup  and  record  p ro tec t ion ,  inc lud ing  equ ipment ,  p rogram and  da ta  f i l e s ,  
and  ma in tenance  o f  d i sas t e r  r ecovery and  con t ingency  p lans .  
Respons ib i l i t i e s  shou ld  inc lude  t e s t ing  o f  the  p lans  and  p rov id ing  resu l t s  to  
the  ins t i tu t ion .  The  ins t i tu t ion  shou ld  cons ide r  in te rdependenc ies  among  
se rv ice  p rov ide r s  when  de te rmin ing  bus iness  r e sumpt ion  t e s t ing  
requ i rements .  The  se rv ice  p rov ide r  shou ld  p rov ide  the  ins t i tu t ion  wi th  
ope ra t ing  p rocedures  the  se rv ice  p rov ide r  and  ins t i tu t ion  a re  to  implement  
in  the  even t  bus iness- resumpt ion  con t ingency p lans  a re  implemented .  
Con t rac t s  shou ld  inc lude  spec i f i c  p rov i s ions  fo r  bus iness  r ecovery  
t imef rames  tha t  mee t  the  ins t i tu t ion’ s  bus iness  r equ i rements .  The  ins t i tu t ion  
shou ld  ensure  tha t  the  con t rac t  does  no t  con ta in  any p rov i s ions  tha t  wou ld  
excuse  the  se rv ice  p rov ide r  f rom implement ing  i t s  con t ingency  p lans .  

                                                 
5 A I C P A  S t a t e m e n t  o f  A u d i t i n g  S t a n d a r d s  7 0  “ R e p o r t s  o f  P r o c e s s i n g  o f  T r a n s a c t i o n s  b y  S e r v i c e  

O r g a n i z a t i o n s , ”  k n o w n  a s  S A S  7 0  R e p o r t s ,  a r e  o n e  c o m m o n l y  u s e d  f o r m  o f  e x t e r n a l  r e v i e w .  T y p e  
I  S A S  7 0  r e p o r t s  r e v i e w  t h e  s e r v i c e  p r o v i d e r ’ s  p o l i c i e s  a n d  p r o c e d u r e s .  T y p e  I I  S A S  7 0  r e p o r t s  
p r o v i d e  t e s t s  o f  a c t u a l  c o n t r o l s  a g a i n s t  p o l i c i e s  a n d  p r o c e d u r e s .  



 

PAGE 11 of RISK MANAGEMENT OF OUTSOURCED 
TECHNOLOGY SERVICES 

 

 

SUB-CONTRACTING AND MULTIPLE SERVICE PROVIDER RELATIONSHIPS 
Some se rv ice  p rov ide r s  may  con t rac t  wi th  th i rd -par t i e s  in  p rov id ing  
se rv ices  to  the  f inanc ia l  ins t i tu t ion .  To  p rov ide  accoun tab i l i t y,  i t  may  be  
benef ic i a l  fo r  the  f inanc ia l  ins t i tu t ion  to  seek  an  agreement  wi th  and  
des igna te  a  p r imary  con t ra c t ing  se rv ice  p rov ide r .  The  ins t i tu t ion  may  wan t  
to  cons ide r  inc lud ing  a  p rov i s ion  spec i fy ing  tha t  the  con t rac t ing  se rv ice  
p rov ide r  i s  r e spons ib le  fo r  the  se rv ice  p rov ided  to  the  ins t i tu t ion  rega rd less  
o f  which  en t i ty  i s  ac tua l ly  conduc t ing  the  opera t ions .  The  ins t i tu t ion  may  
a l so  wan t  to  cons ide r  inc lud ing  no t i f i ca t ion  and  approva l  r equ i rements  
r ega rd ing  changes  to  the  se rv ice  p rov ide r ’ s  s ign i f i can t  subcon t rac to r s .  

COST 
The  con t rac t  shou ld  fu l ly  desc r ibe  f ees  and  ca lcu la t ions  fo r  base  se rv ices ,  
i nc lud ing  any deve lopment ,  convers ion ,  and  recur r ing  se rv ices ,  a s  we l l  a s  
any  cha rges  based  upon  vo lume  o f  ac t iv i ty  and  fo r  spec ia l  r eques t s .  Cos t  
and  respons ib i l i ty  fo r  purchase  and  main tenance  o f  ha rdware  and  so f tware  
may  a l so  need  to  be  addressed .  Any  cond i t ions  under  which  the  cos t  
s t ruc tu re  may  be  changed  shou ld  be  addressed  in  de ta i l  i nc lud ing  l imi t s  on  
any  cos t  inc reases .  

OWNERSHIP AND LICENSE 
The  con t rac t  shou ld  address  ownersh ip  and  a l lowab le  use  by  the  se rv ice  
p rov ide r  o f  the  ins t i tu t ion ’s  da ta ,  equ ipment /ha rdware ,  sys tem 
documenta t ion ,  sys tem and  app l i ca t ion  so f tware ,  and  o the r  in te l l ec tua l  
p roper ty  r igh t s .  O the r  in te l l ec tua l  p roper ty  r igh t s  may  inc lude  the  
ins t i tu t ion’ s  name  and  logo ;  i t s  t r ademark  o r  copyr igh ted  ma te r i a l ;  domain  
names ;  web  s i t e s  des igns ;  and  o the r  work  p roduc t s  deve loped  by  the  se rv ice  
p rov ide r  fo r  the  ins t i tu t ion .  The  con t rac t  shou ld  no t  con ta in  unnecessa ry  
l imi t a t ions  on  the  r e tu rn  o f  i t ems  owned  by  the  ins t i tu t ion .  Ins t i tu t ions  tha t  
pu rchase  so f tware  shou ld  cons ide r  e s t ab l i sh ing  esc row agreement s .  These  
e sc row agreement s  may  p rov ide  fo r  the  fo l lowing :  ins t i tu t ion  access  to  
source  p rograms  under  ce r t a in  cond i t ions  ( e .g . ,  i n so lvency  o f  the  vendor ) ,  
documenta t ion  o f  p rogramming  and  sys tems ,  and  ve r i f i ca t ion  o f  upda ted  
source  code .  

DURATION 
Ins t i tu t ions  shou ld  cons ide r  the  type  o f  t echno logy  and  cur ren t  s t a t e  o f  the  
indus t ry  when  nego t i a t ing  the  appropr i a t e  l eng th  o f  the  con t rac t  and  i t s  
r enewal  pe r iods .  Whi le  the re  can  be  bene f i t s  t o  long- te rm techno logy  
con t rac t s ,  ce r t a in  t echno log ies  may  be  sub jec t  to  r ap id  change  and  a  
shor te r - t e rm con t rac t  may  p rove  benef i c i a l .  S imi la r ly ,  i n s t i tu t ions  shou ld  
cons ide r  the  appropr ia t e  l eng th  o f  t ime  requ i red  to  no t i fy  the  se rv ice  
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prov ide r  o f  the  ins t i tu t ions  ’  in t en t  no t  to  r enew the  con t rac t  p r io r  to  
exp i ra t ion .  Ins t i tu t ions  shou ld  cons ide r  coord ina t ing  the  exp i ra t ion  da tes  o f  
con t rac t s  fo r  in t e r - r e l a t ed  se rv ices  ( e .g . ,  web  s i t e ,  t e l e communica t ions ,  
p rogramming ,  ne twork  suppor t )  so  tha t  they  co inc ide ,  where  p rac t i ca l .  Such  
coord ina t ion  can  min imize  the  r i sk  o f  t e rmina t ing  a  con t rac t  ea r ly  and  
incur r ing  pena l t i e s  a s  a  r e su l t  o f  necessa ry  t e rmina t ion  o f  ano ther  r e la ted  
se rv ice  con t rac t .  

DISPUTE RESOLUTION 
The  ins t i tu t ion  shou ld  cons ide r  inc lud ing  in  the  con t rac t  a  p rov i s ion  fo r  a  
d i spu te  r e so lu t ion  p rocess  tha t  a t t empts  to  r e so lve  p rob lems  in  an  
exped i t ious  manner  a s  we l l  a s  p rov ide  fo r  con t inua t ion  o f  se rv ices  dur ing  
the  d i spu te  r e so lu t ion  pe r iod .  

INDEMNIFICATION 
Indemni f i ca t ion  p rov i s ions  genera l ly  r equ i re  the  f inanc ia l  ins t i tu t ion  to  
ho ld  the  se rv ice  p rov ide r  ha rmless  f rom l i ab i l i ty  fo r  the  neg l igence  o f  the  
ins t i tu t ion ,  and  v ice  ve r sa .  These  p rov i s ions  shou ld  be  rev iewed  to  r educe  
the  l ike l ihood  o f  po ten t i a l  s i tua t ions  in  which  the  ins t i tu t ion  may be  l i ab le  
fo r  c l a ims  a r i s ing  as  a  r e su l t  o f  the  neg l igence  o f  the  se rv ice  p rov ide r .  

LIMITATION OF LIABILITY 
Some se rv ice  p rov ide r  s t andard  con t rac t s  may  con ta in  c l auses  l imi t ing  the  
amoun t  o f  l i ab i l i t y tha t  can  be  incur red  by  the  se rv ice  p rov ide r .  I f  the  
ins t i tu t ion  i s  cons ide r ing  su ch  a  con t rac t ,  cons ide ra t ion  shou ld  be  g iven  to  
whe the r  the  damage  l imi ta t ion  bea r s  an  adequa te  r e l a t ionsh ip  to  the  amoun t  
o f  loss  the  f inanc ia l  ins t i tu t ion  migh t  r easonab ly  exper ience  as  a  r e su l t  o f  
the  serv ice  p rov ide r ’ s  f a i lu re  to  pe r fo rm i t s  ob l iga t ions .  

TERMINATION 
The  ex ten t  and  f l ex ib i l i ty  o f  t e rmina t ion  r igh t s  sough t  can  va ry  depend ing  
upon  the  se rv ice .  Con t rac t s  fo r  t echno log ies  sub jec t  to  r ap id  change ,  fo r  
example ,  may  benef i t  f rom grea te r  f l ex ib i l i ty  in  t e rmina t ion  r igh t s .  
Te rmina t ion  r igh t s  may  be  sough t  fo r  a  va r i e ty  o f  cond i t ions  inc lud ing  
change  in  con t ro l  ( e .g . ,  acqu i s i t ions  and  mergers ) ,  conven ience ,  subs tan t i a l  
i nc rease  in  cos t ,  r epea ted  fa i lu re  to  mee t  se rv ice  l eve l s ,  f a i lu re  to  p rov ide  
c r i t i ca l  serv ices ,  bankrup tcy ,  company  c losure ,  and  inso lvency .  

Ins t i tu t ion  management  shou ld  cons ide r  whe the r  o r  no t  the  con t rac t  pe rmi t s  
the  ins t i tu t ion  to  t e rmina te  the  con t rac t  in  a  t ime ly  manner  and  wi thou t  
p roh ib i t ive  expense  ( e .g . ,  r easonab leness  o f  cos t  o r  pena l ty  p rov i s ions ) .  The  
con t rac t  shou ld  s t a t e  t e rmina t ion  and  no t i f i ca t ion  requ i rements  wi th  t ime  
f rames  to  a l low the  o rde r ly  convers ion  to  ano the r  p rov ide r .  The  con t rac t  
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must  p rov ide  fo r  r e tu rn  o f  the  ins t i tu t ion ’ s  da ta ,  a s  we l l  a s  o the r  ins t i tu t ion  
resources ,  in  a  t ime ly manner  and  in  mach ine - readab le  fo rmat .  Any  cos t s  
a s soc ia ted  wi th  t r ans i t ion  ass i s t ance  shou ld  be  c l ea r ly  s t a t ed .  

ASSIGNMENT 
The  ins t i tu t ion  shou ld  cons ide r  con t rac t  p rov i s ions  tha t  p roh ib i t  a s s ignment  
o f  the  con t rac t  to  a  th i rd  pa r ty  wi thou t  the  ins t i tu t ion’s  consen t ,  inc lud ing  
changes  to  subcon t rac to r s .  

OVERSIGHT OF SERVICE PROVIDER 
Some o f  the  ove r s igh t  ac t iv i t i e s  management  shou ld  cons ide r  in  
admin i s t e r ing  the  se rv ice  p rov ide r  r e l a t ionsh ip  a re  ca tegor ized  and  l i s t ed  
be low.  The  degree  of  overs igh t  ac t iv i t i e s  wi l l  va ry  depend ing  upon  the  
na tu re  o f  the  se rv ices  ou t sourced .  Ins t i tu t ions  shou ld  cons ide r  the  ex ten t  to  
which  the  se rv ice  p rov ide r  conduc t s  s imi la r  ove r s igh t  ac t iv i t i e s  fo r  any  o f  
i t s  s ign i f i can t  suppor t ing  agen t s  ( i . e . ,  subcon t rac to r s ,  suppor t  vendors ,  and  
o the r  pa r t i e s )  and  the  ex ten t  to  which  the  ins t i tu t ion  may  need  to  pe r fo rm 
overs igh t  ac t iv i t i e s  on  the  se rv ice  p rov ide r ’ s  s ign i f i can t  suppor t ing  agen t s .  

MONITOR FINANCIAL CONDITION AND OPERATIONS 
•  Eva lua te  the  se rv ice  p rov ide r ’ s  f inanc ia l  cond i t ion  pe r iod ica l ly .  

•  Ensure  tha t  the  se rv ice  p rov ide r ’s  f inanc ia l  ob l iga t ions  to  subcon t rac to r s  
a re  be ing  met  in  a  t ime ly  manner .  

•  Review aud i t  r epor t s  ( e .g . ,  SAS 70  rev iews ,  s ecur i ty  r ev iews)  a s  we l l  a s  
r egu la to ry examina t ion  repor t s  i f  ava i l ab le ,  and  eva lua te  the  adequacy  o f  
the  se rv ice  p rov ide r s  ’  sys tems  and  con t ro l s  inc lud ing  resource  
ava i lab i l i ty ,  secur i ty ,  in tegr i ty ,  and  conf iden t ia l i ty . 6

 

•  Fol low up  on  any  de f i c i enc ies  no ted  in  the  aud i t s  and  rev iews  o f  t he  
se rv ice  p rov ide r .   

•  Per iod ica l ly  r ev iew the  se rv ice  p rov ide r ’ s  po l i c i e s  r e l a t ing  to  in te rna l  
con t ro l s ,  secur i ty ,  sys tems  deve lopment  and  main tenance ,  and  back  up  
and  con t ingency  p lann ing  to  ensure  they mee t  the  ins t i tu t ion ’ s  min imum 
gu ide l ines ,  con t rac t  r equ i rement s ,  and  a re  cons i s t en t  wi th  the  cur ren t  
marke t  and  t echno log ica l  env i ronment .  

                                                 
6 S o m e  s e r v i c e s  p r o v i d e d  t o  i n s u r e d  d e p o s i t o r y  i n s t i t u t i o n s  b y  s e r v i c e  p r o v i d e r s  a r e  e x a m i n e d  b y  t h e  

F F I E C  m e m b e r  a g e n c i e s .  R e g u l a t o r y  e x a m i n a t i o n  r e p o r t s ,  w h i c h  a r e  o n l y  a v a i l a b l e  t o  
c l i e n t s / c u s t o m e r s  o f  t h e  s e r v i c e  p r o v i d e r ,  m a y  c o n t a i n  i n f o r m a t i o n  r e g a r d i n g  a  s e r v i c e  p r o v i d e r ’ s  
o p e r a t i o n s .  H o w e v e r ,  r e g u l a t o r y  r e p o r t s  a r e  n o t  a  s u b s t i t u t e  f o r  a  f i n a n c i a l  i n s t i t u t i o n ’ s  d u e  
d i l i g e n c e  i n  o v e r s i g h t  o f  t h e  s e r v i c e  p r o v i d e r .  
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•  Review access  con t ro l  r epor t s  fo r  susp ic ious  ac t iv i ty .  

•  Moni to r  changes  in  key  se rv ice  p rov ide r  p ro jec t  pe r sonne l  a l loca ted  to  
the  ins t i tu t ion .  

•  Review and  moni to r  the  se rv ice  p rov ide r ’ s  insu rance  po l i c i e s  fo r  
e f fec t ive  coverage .  

•  Per fo rm on - s i t e  inspec t ions  in  con junc t ion  wi th  some  o f  the  rev iews  
pe r fo rmed  above ,  where  p rac t i cab le  and  necessa ry .  

•  Sponsor  coord ina ted  aud i t s  and  rev iews  wi th  o the r  c l i en t  ins t i tu t ions .  

ASSESS QUALITY OF SERVICE AND SUPPORT 
•  Regula r ly  r ev iew repor t s  document ing  the  se rv ice  p rov ide r ’ s  

pe r fo rmance .  De te rmine  i f  t he  r epor t s  a re  accura te  and  a l low fo r  a  
mean ingfu l  a s sessment  o f  the  se rv ice  p rov ide r ’s  pe r fo rmance .  

•  Document  and  fo l low up  on  any  p rob lem in  se rv ice  in  a  t ime ly  manner .  
Assess  se rv ice  p rov ide r  p lans  to  enhance  se rv ice  l eve l s .  

•  Review sys tem upda te  p rocedures  to  ensure  appropr ia t e  change  con t ro l s  
a re  in  e f f ec t ,  and  ensure  au thor iza t ion  i s  e s t ab l i shed  fo r  s ign i f i can t  
sys tem changes .  

•  Eva lua te  the  p rov ide r ’ s  ab i l i ty  to  suppor t  and  enhance  the  ins t i tu t ion’s  
s t r a t eg ic  d i rec t ion  inc lud ing  an t i c ipa ted  bus iness  deve lopment  goa l s  and  
ob jec t ives ,  s e rv ice  de l ive ry r equ i remen t s ,  and  t echno logy  in i t i a t ives .  

•  Dete rmine  adequacy  o f  t r a in ing  p rov ided  to  f inanc ia l  ins t i tu t ion  
employees .  

•  Review cus tomer  compla in t s  on  the  p roduc t s  and  se rv ices  p rov ided  by  the  
se rv ice  p rov ide r .  

•  Per iod ica l ly  mee t  wi th  con t rac t  pa r t i e s  to  d i scuss  pe r fo rmance  and  
opera t iona l  i s sues .  

•  Par t i c ipa te  in  use r  g roups  and  o the r  fo rums .  

MONITOR CONTRACT COMPLIANCE AND REVISION NEEDS 
•  Review invo ices  to  a s su re  p roper  cha rges  fo r  se rv ices  r endered ,  the  

appropr ia t eness  o f  r a t e  changes  and  new se rv ice  cha rges .  

•  Per iod ica l ly ,  r ev iew the  se rv ice  p rov ider ’ s  pe r fo rmance  re la t ive  to  
se rv ice  l eve l  ag reements ,  de te rmine  whe the r  o the r  con t rac tua l  t e rms  and  
cond i t ions  a re  be ing  met ,  and  whe the r  any rev i s ions  to  se rv ice  l eve l  
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expec ta t ions  o r  o the r  t e rms  a re  needed  g iven  changes  in  the  ins t i tu t ion ’s  
needs  a nd  t echno log ica l  deve lopments .  

•  Main ta in  documents  and  records  r ega rd ing  con t rac t  compl iance ,  r ev i s ion  
and  d i spu te  reso lu t ion .  

MAINTAIN BUSINESS RESUMPTION CONTINGENCY PLANS 
•  Review the  se rv ice  p rov ide r ’ s  bus iness  r e sumpt ion  con t ingency  p lans  to  

ensure  tha t  any  se rv ices  cons ide red  miss ion  c r i t i ca l  fo r  the  ins t i tu t ion  
can  be  res to red  wi th in  an  accep tab le  t imef rame .  

•  Review the  se rv ice  p rov ide r ’ s  p rogram fo r  con t ingency  p lan  t e s t ing .  For  
many  c r i t i ca l  se rv ices ,  annua l  o r  more  f requen t  t e s t s  o f  the  con t ingency  
p lan  a re  typ ica l .  

•  Ensure  se rv ice  p rov ide r  in te rdependenc ies  a re  cons ide red  fo r  miss ion  
c r i t i ca l  se rv ices  and  app l i ca t ions .  
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